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increased need for higher speed data.  The following
objectives were key for Blue Ridge in designing the
new communications system:  provide greater
bandwidth for inter-office IP communications;
connect the IEDs at the substations with IP; have
enough bandwidth to accommodate the large
volume of AMR data from the substations to the
corporate offices; use the new communication system
to help stimulate economic growth in this rural area.

Blue Ridge determined that a fiber network would
be the most feasible.  The fiber deployment would
allow even the most distant substations to be securely
linked to corporate IT via a Gigabit fiber network.
Blue Ridge followed the NERC CIP security standards
when designing the network to ensure security and
reliability.

Choosing the networking equipment also posed a
challenge for Blue Ridge.  The utility defined a list of
requirements:  the equipment had to be hardened
to withstand the electrical and environmental

ABOUT BLUE RIDGE EMC
Blue Ridge EMC provides electricity to over 73,000
consumers in the mountainous region of northwest-
ern North Carolina.  Since 2007, Blue Ridge has been
installing a TWACS (Two-Way Automatic Communi-
cations System) AMR  system.  The AMR system al-
lows Blue Ridge to remotely read electric power
meters daily and gain better and quicker access to
power usage infomation.  The TWACS AMR system
allows Blue Ridge to reduce the number of meter read-
ers deployed, as well as the costs to deploy vehicles
needed to travel from site to site.  This latter benefit
is particularly valuable, given that the winter months
often make many remote locations inaccessible to ve-
hicles.  The AMR system, in addition to the other
growth demands on the region, added to the urgency
of building out a more robust networking system.

THE CHALLENGE
Since the early 1980s, Blue Ridge operated a
microwave radio network to provide communications
between district and corporate offices.  While the
system was reliable, it did not meet the company’s

Blue Ridge EMC Private Substation Networked with Fiber



THE RESULTS
The new IP communications network has enabled Blue
Ridge EMC to get real-time data from substations,
to read meters remotely, and to download historical
and event data from IEDs.  In addition to achieving a
level of efficiency, the goal is to provide reliable and
affordable electric service to northwestern North
Carolina.  The new system has also allowed Blue Ridge
EMC to partner with other carriers and telecom ser-
vice providers to help stimulate economic growth in
the region.

ABOUT GARRETTCOM
GarrettCom, Inc. is the leading manufacturer of
industrial networking products. GarrettCom offers a
comprehensive line of hardened industrial routers,
Ethernet switches, and serial products for use in
utilities, surveillance, traffic control, industrial
automation, and telecommunications.  The company’s
management software supports redundant rings and
secure web-based access to local and remote
networks. GarrettCom markets its products through
a network of resellers, OEMs, system integrators, and
distributors worldwide. For more information on
GarrettCom and its products, visit
www.GarrettCom.com.

THE CHALLENGE (CONT.)
extremes found in substations.  Next, the equip-
ment needed to be compatible with existing net-
work equipment.  Third, the new equipment had
to meet today’s NERC CIP requirements as well as
be flexible enough to support the anticipated fu-
ture directions.  Last, the equipment, had to be
easily monitored and managed remotely.

THE SOLUTION
For the core of each substation network, Blue Ridge
selected hardened Magnum 6K Managed Switches
from GarrettCom.  Where fiber had been deployed,
it connected directly to the Magnum Switch at each
substation.  Magnum Switches, via their Secure Web
Management (SWM) software, offered the advan-
tage of being able to deploy multiple VLANs to
segregate engineering and corporate traffic from
the SCADA.  The SWM software is GUI-based, ro-
bust, and easy to use.  The network diagram be-
low shows a combination of the new Ethernet
equipment and serial-linked devices co-existing in
the new IP-based substation architecture.   The net-
work equipment also includes  Magnum Ethernet
Converters, serial device servers, and a secure gate-
way out the Internet.
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